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If you' re a security or network professional, you already know the “do’s and
don'ts’: run AV software and firewalls, lock down your systems, use encryption,
watch network traffic, follow best practices, hire expensive consultants. . . but it
isn’'t working. You're at greater risk than ever, and even the world's most
security-focused organizations are being victimized by massive attacks.

In Thinking Security, author Steven M. Bellovin providesa new way to
think about security. Asone of theworld’s most respected security experts,
Bellovin helpsyou gain new clarity about what you're doing and why you're
doingit. He helps you under stand security as a systems problem, including
therole of the all-important human element, and shows you how to match
your countermeasur esto actual threats. You'll learn how to move beyond
last year’s checklists at a time when technology is changing so rapidly.

You'll also understand how to design security architectures that don’t just
prevent attacks wherever possible, but also deal with the consequences of
failures. And, within the context of your coherent architecture, you'll learn how
to decide when to invest in a new security product and when not to.

Bellovin, co-author of the best-selling Firewalls and Internet Security, caught his
first hackersin 1971. Drawing on his deep experience, he shares actionable, up-
to-date guidance on issues ranging from SSO and federated authentication to
BYOD, virtualization, and cloud security.

Perfect security isimpossible. Nevertheless, it's possible to build and operate

security systems far more effectively.  Thinking Security will help you dojust
that.
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If you' re a security or network professional, you already know the “do’s and don’ts’: run AV software and
firewalls, lock down your systems, use encryption, watch network traffic, follow best practices, hire
expensive consultants . . . but it isn't working. You're at greater risk than ever, and even the world’ s most
security-focused organizations are being victimized by massive attacks.

In Thinking Security, author Steven M. Bellovin provides a new way to think about security. Asone
of theworld’s most respected security experts, Bellovin helpsyou gain new clarity about what you're

doing and why you're doing it. He helps you under stand security as a systems problem, including the

role of the all-important human element, and shows you how to match your counter measuresto actual
threats. You'll learn how to move beyond last year’s checklists at a time when technology is changing

so rapidly.

You'll also understand how to design security architectures that don’t just prevent attacks wherever possible,
but also deal with the consequences of failures. And, within the context of your coherent architecture, you'll
learn how to decide when to invest in anew security product and when not to.

Bellovin, co-author of the best-selling Firewalls and Internet Security, caught hisfirst hackersin 1971.
Drawing on his deep experience, he shares actionable, up-to-date guidance on issues ranging from SSO and
federated authentication to BY OD, virtualization, and cloud security.

Perfect security isimpossible. Nevertheless, it’ s possible to build and operate security systems far more
effectively. Thinking Security will help you do just that.
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Editorial Review

About the Author

Steven M. Bellovin , aprofessor in the department of computer science at Columbia University, has played
an active role in securing the Internet. He has received the Usenix Lifetime Achievement Award and the
NIST/NSA National Computer Systems Security Award. He is amember of the National Academy of
Engineering and of the Cybersecurity Hall of Fame, and has served as Chief Technologist of the Federal
Trade Commission and as Security Areadirector for the Internet Engineering Task Force. He is coauthor of
Firewalls and Internet Security, now in its second edition (Addison-Wesley, 2003).

Users Review
From reader reviews:
Barry Houde:

Here thing why this particular Thinking Security: Stopping Next Y ear's Hackers (Addison-Wesley
Professional Computing Series) are different and reliable to be yours. First of all reading a book is good
neverthelessit dependsin the content than it which is the content is as delightful asfood or not. Thinking
Security: Stopping Next Y ear's Hackers (Addison-Wesley Professional Computing Series) giving you
information deeper and different ways, you can find any reserve out there but there is no publication that
similar with Thinking Security: Stopping Next Y ear's Hackers (Addison-Wesley Professional Computing
Series). It gives you thrill looking at journey, its open up your personal eyes about the thing that happened in
the world which is perhaps can be happened around you. Y ou can actually bring everywhere likein
recreation area, café, or even in your means home by train. For anyone who is having difficulties in bringing
the branded book maybe the form of Thinking Security: Stopping Next Y ear's Hackers (Addison-Wesley
Professional Computing Series) in e-book can be your option.

Donald Wordley:

Hey guys, do you wishesto finds a new book to learn? May be the book with the headline Thinking Security:
Stopping Next Y ear's Hackers (Addison-Wesley Professional Computing Series) suitable to you? Often the
book was written by popular writer in this era. Typically the book untitled Thinking Security: Stopping Next
Y ear's Hackers (Addison-Wesley Professional Computing Series)is one of several books that everyone read
now. This particular book was inspired many people in the world. When you read this e-book you will enter
the new dimensions that you ever know just before. The author explained their plan in the smple way,
therefore all of people can easily to recognise the core of this reserve. This book will give you agreat deal of
information about this world now. To help you see the represented of the world with this book.

April Hannah:

The e-book untitled Thinking Security: Stopping Next Y ear's Hackers (Addison-Wesley Professional
Computing Series) is the publication that recommended to you you just read. Y ou can see the quality of the
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reserve content that will be shown to you. The language that publisher use to explained their ideas are easily
to understand. The copy writer was did alot of investigation when write the book, hence the information that
they share to you personally is absolutely accurate. Y ou also can get the e-book of Thinking Security:
Stopping Next Y ear's Hackers (Addison-Wesley Professional Computing Series) from the publisher to make
you much more enjoy freetime.

William Sam:

In this eraglobalization it is important to someone to acquire information. The information will make
someone to understand the condition of the world. The health of the world makes the information easier to
share. You can find alot of referrals to get information example: internet, paper, book, and soon. Y ou can
view that now, alot of publisher which print many kinds of book. Often the book that recommended for you
is Thinking Security: Stopping Next Y ear's Hackers (Addison-Wesley Professional Computing Series) this
e-book consist alot of the information in the condition of thisworld now. This particular book was
represented how does the world has grown up. The words styles that writer value to explain it is easy to
understand. The particular writer made some investigation when he makes this book. Thisiswhy this book
suitable all of you.
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