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Drawing upon the expertise of world-renowned researchers and experts, The
Cloud Security Ecosystem comprehensively discusses arange of cloud security
topics from multi-disciplinary and international perspectives, aligning technical
security implementations with the most recent developmentsin business, legal,
and international environments. The book holistically discusses key research and
policy advancesin cloud security — putting technical and management issues
together with an in-depth treaties on a multi-disciplinary and international
subject. The book features contributions from key thought |eaders and top
researchersin the technical, legal, and business and management aspects of cloud
security. The authors present the leading edge of cloud security research,
covering the relationships between differing disciplines and discussing
implementation and legal challengesin planning, executing, and using cloud
security.

- Presents the most current and leading-edge research on cloud security from a
multi-disciplinary standpoint, featuring a panel of top expertsin the field

- Focuses on the technical, legal, and business management issuesinvolved in
implementing effective cloud security, including case examples

- Covers key technical topics, including cloud trust protocols, cryptographic
deployment and key management, mobile devices and BY OD security
management, auditability and accountability, emergency and incident response,
aswell ascloud forensics

- Includes coverage of management and legal issues such as cloud data
governance, mitigation and liability of international cloud deployment, legal
boundaries, risk management, cloud information security management plans,
economics of cloud security, and standardization efforts
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Drawing upon the expertise of world-renowned researchers and experts, The Cloud Security Ecosystem
comprehensively discusses arange of cloud security topics from multi-disciplinary and international
perspectives, aligning technical security implementations with the most recent devel opments in business,
legal, and international environments. The book holistically discusses key research and policy advancesin
cloud security — putting technical and management issues together with an in-depth treaties on a multi-
disciplinary and international subject. The book features contributions from key thought |eaders and top
researchers in the technical, legal, and business and management aspects of cloud security. The authors
present the leading edge of cloud security research, covering the relationships between differing disciplines
and discussing implementation and legal challengesin planning, executing, and using cloud security.

- Presents the most current and leading-edge research on cloud security from a multi-disciplinary standpoint,
featuring a panel of top expertsin thefield

- Focuses on the technical, legal, and business management issues involved in implementing effective cloud
security, including case examples

- Covers key technical topics, including cloud trust protocols, cryptographic deployment and key
management, mobile devices and BY OD security management, auditability and accountability, emergency
and incident response, as well as cloud forensics

- Includes coverage of management and legal issues such as cloud data governance, mitigation and liability
of international cloud deployment, legal boundaries, risk management, cloud information security
management plans, economics of cloud security, and standardization efforts
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Editorial Review
Review

"...itisalsolikely at least one of the topicsis of interest...If not, try afew that got my attention, even if
outside of your domain." --Computing Reviews

"This book fills alarge vacuum by providing in-depth knowledge of the security issues related to cloud
computing...To defend hackers, we will have to arm ourselves with knowledge and defense weapons. This
book isagood starting point." --Computing Reviews

About the Author

Dr. Ryan Ko isa Senior Lecturer with the University of Waikato, New Zealand. He established New
Zeadland's first Masters degree in Cyber Security and first dedicated Cyber Security Lab at the University of
Waikato. His main research areas are Cyber Security, Cloud Data Provenance and Cloud Computing
Security and Trust. Prior to joining the faculty, he was alead computer scientist with Hewlett-Packard (HP)
Labs Cloud and Security Lab and achieved first-in-the-world scientific breakthroughs in the area of cloud
data provenance. Recipient of the Cloud Security Alliance (CSA) Ron Knode Service Award, heis active as
Research Advisor for CSA Asia Pacific, and serves as chair and board member of several cyber security
industry consortia and chapters. He is also the co-founder and co-chair of the CSA Cloud Data Governance
Working Group, the first CSA research group led by a chapter in Asia Peacific. Dr. Ko is currently the co-
chair of the IEEE TSCloud (2011-2014), |[EEE TSP 2013, |EEE UbiSafe 2012, CSA APAC Congress, and
Associate Editor of Wiley's Security and Communication Networks, International Journal of Cloud
Applications and Computing, Editor of ACM XRDS from 2009 to 2011, and Technical Program Committee
member and reviewer for severa academic conferences and journals (e.g. Elsevier Information Systems,
|EEE Spectrum, IEEE Trans. in Services Computing, etc). Prior to HP Labs and his Ph.D., Ko was an
entrepreneur with two startups, and was with Micron Technology, Inc. Ko has spoken on Cloud Security at
severa locationsin USA and Asia Pacific. He holds 3 international patents and is a member of the | EEE,
ACM and AAAL. Most recently, he was one of 14 international subject matter experts selected by (1SC)2 to
develop anew international certification like the CISSP for cloud security professionals

Dr Kim-Kwang Raymond Choo is a Fulbright Scholar and Senior Lecturer at the University of South
Australia. He has (co)authored a number of publicationsin the areas of anti-money laundering, cyber and
information security, and digital forensics including a book published in Springer’s* Advancesin
Information Security” book series and six Australian Government Australian Institute of Criminology
refereed monographs. He has been an invited speaker for a number of events (e.g. 2011 UNODC-ITU Asia-
Pacific Regional Workshop on Fighting Cybercrime and 2011 KANZ Broadband Summit 2011), and
delivered Keynote/Plenary Speeches at ECPAT Taiwan 2008 Conference on Criminal Problems and
Intervention Strategy, 2010 International Conference on Applied Linguistics and 2011 Economic Crime Asia
Conference, and Invited Lecture at the Bangladesh Institute of International and Strategic Studies. He was
one of over 20 international (and one of two Australian) experts consulted by the research team preparing
McAfee's commissioned report entitled “Virtual Criminology Report 2009: Virtually Here: The Age of
Cyber Warfare”; and his opinions on cyber crime and cyber security are regularly published in the media. In
2009, he was named one of 10 Emerging Leaders in the Innovation category of The Weekend Australian
Magazine / Microsoft's Next 100 series. Heis also the recipient of several awards including the 2010
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Australian Capital Territory (ACT) Pearcey Award for “Taking arisk and making a difference in the
development of the Australian ICT industry”, 2008 Australia Day Achievement Medallion in recognition of
my dedication and contribution to the Australian Institute of Criminology, and through it to the public
service of the nation, British Computer Society’s Wilkes Award for the best paper published in the 2007
volume of the Computer Journal, and the Best Student Paper Award by the 2005 Australasian Conference on
Information Security and Privacy.

Users Review
From reader reviews:
AlmaHillyer:

Why don't make it to be your habit? Right now, try to ready your time to do the important take action, like
looking for your favorite publication and reading a book. Beside you can solve your short lived problem; you
can add your knowledge by the book entitled The Cloud Security Ecosystem: Technical, Legal, Business and
Management Issues. Try to the actual book The Cloud Security Ecosystem: Technical, Legal, Business and
Management Issues as your buddy. It means that it can to get your friend when you sense alone and beside
associated with course make you smarter than ever before. Yeah, it is very fortuned to suit your needs. The
book makes you much more confidence because you can know every little thing by the book. So , we need to
make new experience and knowledge with this book.

James Furlow:

Inside other case, little people like to read book The Cloud Security Ecosystem: Technical, Legal, Business
and Management Issues. Y ou can choose the best book if you appreciate reading a book. Aslong aswe
know about how isimportant a new book The Cloud Security Ecosystem: Technical, Legal, Business and
Management Issues. Y ou can add expertise and of course you can around the world with a book. Absolutely
right, mainly because from book you can realize everything! From your country right up until foreign or
abroad you will end up known. About simple point until wonderful thing you are able to know that. In this
era, you can open a book or perhaps searching by internet system. It is called e-book. Y ou need to use it
when you feel fed up to go to the library. Let's study.

Wanda Sousa:

Do you like reading a publication? Confuse to looking for your favorite book? Or your book was rare? Why
so many concern for the book? But almost any people feel that they enjoy regarding reading. Some people
likes reading, not only science book but additionally novel and The Cloud Security Ecosystem: Technical,
Legal, Business and Management Issues or maybe others sources were given information for you. After you
know how the great a book, you feel want to read more and more. Science reserve was created for teacher or
students especially. Those books are helping them to put their knowledge. In additional case, beside science
reserve, any other book likes The Cloud Security Ecosystem: Technical, Legal, Business and Management

I ssues to make your spare time far more colorful. Many types of book like this one.
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BruceHerrera:

As astudent exactly feel bored to reading. If their teacher expected them to go to the library aswell asto
make summary for some guide, they are complained. Just little students that has reading's soul or real their
interest. They just do what the instructor want, like asked to the library. They go to at this time there but
nothing reading critically. Any students feel that looking at is not important, boring along with can't see
colorful picson there. Yeah, it isto be complicated. Book is very important for you. As we know that on this
age, many ways to get whatever we really wish for. Likewise word says, many ways to reach Chinese's
country. Therefore, this The Cloud Security Ecosystem: Technical, Legal, Business and Management |ssues
can make you feel more interested to read.
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