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Professional Penetration Testing walks you through the entire process of setting
up and running a pen test lab. Penetration testing?the act of testing a computer
network to find security vulnerabilities before they are maliciously exploited?isa
crucial component of information security in any organization. With this book,
you will find out how to turn hacking skills into a professional career. Chapters
cover planning, metrics, and methodologies; the details of running a pen test,
including identifying and verifying vulnerabilities; and archiving, reporting and
management practices.

Author Thomas Wilhelm has delivered penetration testing training to countless
security professionals, and now through the pages of this book you can benefit
from his years of experience as a professional penetration tester and educator.
After reading this book, you will be able to create a personal penetration test lab
that can deal with real-world vulnerability scenarios.

All disc-based content for thistitle is now available on the Web.

- Find out how to turn hacking and pen testing skills into a professional career

- Understand how to conduct controlled attacks on a network through real-world
examples of vulnerable and exploitable servers

- Master project management skills necessary for running aformal penetration
test and setting up a professional ethical hacking business

- Discover metrics and reporting methodol ogies that provide experience crucial
to aprofessional penetration tester
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Professional Penetration Testing walks you through the entire process of setting up and running a pen test
lab. Penetration testing?the act of testing a computer network to find security vulnerabilities before they are
maliciously exploited?isacrucial component of information security in any organization. With this book,
you will find out how to turn hacking skillsinto a professional career. Chapters cover planning, metrics, and
methodol ogies; the details of running a pen test, including identifying and verifying vulnerabilities; and
archiving, reporting and management practices.

Author Thomas Wilhelm has delivered penetration testing training to countless security professionals, and
now through the pages of this book you can benefit from his years of experience as a professional
penetration tester and educator. After reading this book, you will be able to create a personal penetration test
lab that can deal with real-world vulnerability scenarios.

All disc-based content for thistitle is now available on the Web.

- Find out how to turn hacking and pen testing skills into a professional career

- Understand how to conduct controlled attacks on a network through real-world examples of vulnerable and
exploitable servers

- Master project management skills necessary for running aformal penetration test and setting up a
professional ethical hacking business

- Discover metrics and reporting methodol ogies that provide experience crucial to a professional penetration
tester
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Editorial Review
Review

"...thisis adetailed and thorough examination of both the technicalities and the business of pen-testing, and
an excellent starting point for anyone getting into the field." --Network Security, March 2014

From the Back Cover

Save yourself some money! This complete classroom-in-a-book on penetration testing provides material that
can cost upwards of $1,000 for afraction of the price!

Thomas Wilhelm has delivered pen testing training to countless security professionals and now through the
pages of this book you can benefit from his years of experience as a professional penetration tester and
educator. After reading this book you will be able to create a personal penetration test |ab that can deal with
real-world vulnerability scenarios.

Penetration testing is the act of testing a network to find security vulnerabilities before they are exploited by
phishers, digital piracy groups, and countless other organized or individual malicious hackers. The material
presented will be useful to beginners all the way through to advanced practitioners.

- Find out how to turn hacking and pen testing skills into a professional career

- Understand how to conduct controlled attacks on a network through real-world examples of vulnerable and
exploitable servers

- Master project management skills necessary for running aformal penetration test and setting up a
professional ethical hacking business

- Discover metrics and reporting methodologies that provide experience crucial to a professional penetration
tester

- Learn through video — the DVD includes instructional videos that replicate classroom instruction and live,
real-world vulnerability simulations of complete servers with known and unknown vulnerabilities to
practice hacking skillsin a controlled lab environment

About the Author

Thomas Wilhelm has been involved in Information Security since 1990, where he served in the U.S. Army
for 8 years asa Signals Intelligence Analyst / Russian Linguist / Cryptanalyst. A speaker at security
conferences across the United States, including DefCon, HOPE, and CSl, he has been employed by Fortune
100 companies to conduct risk assessments, participate and lead in external and internal penetration testing
efforts, and manage Information Systems Security projects.Thomasis aso an Information Technology
Doctoral student who holds Masters degrees in both Computer Science and Management. Additionaly, he
dedicates some of histime as an Associate Professor at Colorado Technical University and has contributed to
multiple publications, including both magazines and books. Thomas currently performs security training
courses for both civilian and government personnel through Heorot.net, and maintains the following security
certifications: ISSMP, CISSP, SCSECA, and SCNA.
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Users Review
From reader reviews:
Rina Reese:

Why don't make it to be your habit? Right now, try to ready your time to do the important act, like looking
for your favorite guide and reading a reserve. Beside you can solve your long lasting problem; you can add
your knowledge by the book entitled Professional Penetration Testing, Second Edition: Creating and
Learning in aHacking Lab. Try to stumble through book Professional Penetration Testing, Second Edition:
Creating and Learning in aHacking Lab as your buddy. It means that it can to be your friend when you feel
alone and beside that of course make you smarter than before. Y eah, it is very fortuned to suit your needs.
The book makes you alot more confidence because you can know everything by the book. So , we need to
make new experience as well as knowledge with this book.

Christopher Sanchez:

Book isto be different for each grade. Book for children until adult are different content. As we know that
book is very important for all of us. The book Professional Penetration Testing, Second Edition; Creating
and Learning in a Hacking Lab ended up being making you to know about other understanding and of course
you can take more information. It is quite advantages for you. The guide Professional Penetration Testing,
Second Edition: Creating and Learning in aHacking Lab is not only giving you far more new information
but also to be your friend when you truly feel bored. Y ou can spend your spend time to read your e-book.
Try to make relationship using the book Professional Penetration Testing, Second Edition: Creating and
Learning in aHacking Lab. Y ou never experience lose out for everything in case you read some books.

Marie Walsh:

Reading a guide can be one of alot of activity that everyone in the world loves. Do you like reading book
and so. There are alot of reasons why people enjoyed. First reading a book will give you alot of new details.
When you read a book you will get new information since book is one of a number of ways to share the
information or even their idea. Second, reading through a book will make you actually more imaginative.
When you examining a book especially fictional book the author will bring someone to imagine the story
how the personas do it anything. Third, you are able to share your knowledge to some others. When you read
this Professional Penetration Testing, Second Edition: Creating and Learning in aHacking Lab, you are able
to tells your family, friends and soon about yours publication. Y our knowledge can inspire average, make
them reading a guide.

L ee Wither spoon:

Reading can called head hangout, why? Because while you are reading a book specially book entitled
Professional Penetration Testing, Second Edition: Creating and Learning in aHacking Lab your head will
drift away trough every dimension, wandering in most aspect that maybe mysterious for but surely will
become your mind friends. Imaging each word written in a publication then become one contact form
conclusion and explanation that maybe you never get prior to. The Professional Penetration Testing, Second
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Edition: Creating and Learning in a Hacking Lab giving you one more experience more than blown away
your thoughts but also giving you useful info for your better lifein this era. So now let us teach you the
relaxing pattern thisis your body and mind will be pleased when you are finished reading through it, like
winning asport. Do you want to try this extraordinary investing spare time activity?
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