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Modern cars are more computerized than ever. Infotainment and navigation
systems, Wi-Fi, automatic software updates, and other innovations aim to make
driving more convenient. But vehicle technologies haven't kept pace with today's
more hostile security environment, leaving millions vulnerable to attack.

The Car Hacker's Handbook will give you a deeper understanding of the
computer systems and embedded software in modern vehicles. It begins by
examining vulnerabilities and providing detailed explanations of communications
over the CAN bus and between devices and systems.

Then, once you have an understanding of a vehicle's communication network,
you'll learn how to intercept data and perform specific hacks to track vehicles,
unlock doors, glitch engines, flood communication, and more. With a focus on
low-cost, open source hacking tools such as Metasploit, Wireshark, Kayak, can-
utils, and ChipWhisperer, The Car Hacker's Handbook will show you how to:

Build an accurate threat model for your vehicle●

Reverse engineer the CAN bus to fake engine signals●

Exploit vulnerabilities in diagnostic and data-logging systems●

Hack the ECU and other firmware and embedded systems●

Feed exploits through infotainment and vehicle-to-vehicle communication●

systems
Override factory settings with performance-tuning techniques●

Build physical and virtual test benches to try out exploits safely●

If you're curious about automotive security and have the urge to hack a two-ton
computer, make The Car Hacker's Handbook your first stop.
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Modern cars are more computerized than ever. Infotainment and navigation systems, Wi-Fi, automatic
software updates, and other innovations aim to make driving more convenient. But vehicle technologies
haven't kept pace with today's more hostile security environment, leaving millions vulnerable to attack.

The Car Hacker's Handbook will give you a deeper understanding of the computer systems and embedded
software in modern vehicles. It begins by examining vulnerabilities and providing detailed explanations of
communications over the CAN bus and between devices and systems.

Then, once you have an understanding of a vehicle's communication network, you'll learn how to intercept
data and perform specific hacks to track vehicles, unlock doors, glitch engines, flood communication, and
more. With a focus on low-cost, open source hacking tools such as Metasploit, Wireshark, Kayak, can-utils,
and ChipWhisperer, The Car Hacker's Handbook will show you how to:

Build an accurate threat model for your vehicle●

Reverse engineer the CAN bus to fake engine signals●

Exploit vulnerabilities in diagnostic and data-logging systems●

Hack the ECU and other firmware and embedded systems●

Feed exploits through infotainment and vehicle-to-vehicle communication systems●

Override factory settings with performance-tuning techniques●

Build physical and virtual test benches to try out exploits safely●

If you're curious about automotive security and have the urge to hack a two-ton computer, make The Car
Hacker's Handbook your first stop.
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Editorial Review

About the Author

Craig Smith runs Theia Labs, a research firm that focuses on security auditing and building hardware and
software prototypes. He has worked for several auto manufacturers and provided them with his public
research. He is also a founder of the Hive13 hackerspace and OpenGarages.org. Craig is a frequent speaker
on car hacking and has run workshops at RSA, DEF CON, and other major security conferences.

Users Review

From reader reviews:

Gary Flint:

Book is to be different per grade. Book for children right up until adult are different content. As it is known
to us that book is very important for people. The book The Car Hacker's Handbook: A Guide for the
Penetration Tester has been making you to know about other understanding and of course you can take more
information. It is quite advantages for you. The guide The Car Hacker's Handbook: A Guide for the
Penetration Tester is not only giving you much more new information but also to get your friend when you
feel bored. You can spend your spend time to read your guide. Try to make relationship while using book
The Car Hacker's Handbook: A Guide for the Penetration Tester. You never truly feel lose out for everything
in the event you read some books.

Alan Castorena:

Reading a publication can be one of a lot of activity that everyone in the world enjoys. Do you like reading
book thus. There are a lot of reasons why people enjoy it. First reading a reserve will give you a lot of new
info. When you read a guide you will get new information simply because book is one of various ways to
share the information or maybe their idea. Second, reading through a book will make you actually more
imaginative. When you studying a book especially fiction book the author will bring someone to imagine the
story how the figures do it anything. Third, it is possible to share your knowledge to some others. When you
read this The Car Hacker's Handbook: A Guide for the Penetration Tester, you may tells your family, friends
along with soon about yours book. Your knowledge can inspire the others, make them reading a guide.

Helen Perez:

People live in this new day of lifestyle always try to and must have the free time or they will get lot of stress
from both way of life and work. So , if we ask do people have extra time, we will say absolutely of course.
People is human not really a huge robot. Then we inquire again, what kind of activity are you experiencing
when the spare time coming to you actually of course your answer may unlimited right. Then do you ever try
this one, reading textbooks. It can be your alternative throughout spending your spare time, the particular
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book you have read is actually The Car Hacker's Handbook: A Guide for the Penetration Tester.

Marie Walsh:

In this particular era which is the greater individual or who has ability to do something more are more
precious than other. Do you want to become one among it? It is just simple solution to have that. What you
are related is just spending your time very little but quite enough to have a look at some books. Among the
books in the top listing in your reading list is The Car Hacker's Handbook: A Guide for the Penetration
Tester. This book that is certainly qualified as The Hungry Hillsides can get you closer in turning into
precious person. By looking up and review this e-book you can get many advantages.
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